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Cryptography concepts and techniques in information security

Cryptography is a method of protecting information and communications through the use of codes, so that only those for whom the information is intended can read and process it. The crypt prefix means hidden or vault-- and the suffix-graph means writing. In computer science, cryptography refers to
secure information and communication techniques derived from mathematical concepts and a set of rule-based calculations called algorithms to convert messages in ways that are difficult to decipher. These deterministic algorithms are used to generate encryption keys, digitally sign, verify data privacy,
web browsing and confidential communications such as credit card transactions and email. Cryptography is closely linked to the branches of cryptography and cryptography. Includes techniques such as microdies, merging words with images, and other ways to hide information during storage or transit.
However, in today's computer-focused world, cryptography is most often associated with plain text encryption (common text, sometimes referred to as cleartext) in cryptography (a process called encryption), then again (known as decryption). The people who practice this field are known as
cryptographers. Modern cryptography deals with the following four objectives: Confidentiality: information cannot be understood by anyone for whom it was unintentional Integrity: information cannot be modified during storage or transit between sender and recipient without detecting tampering Non-
disclaimer: the creator/sender of the information cannot be modified to deny at a later stage its intentions to create or transmit the information Authentication: the sender and the recipient can confirm each other's identity and the source/destination of the information Procedures and protocols that meet
some or all of the above criteria are known as cryptosystems. Cryptosystems are often believed to refer only to mathematical processes and computer programs; However, they also include regulating human behavior, such as choosing passwords that are hard to guess, disconnecting unused systems
and not discussing sensitive procedures with strangers. Cryptosystems use a set of processes known as encryption algorithms or cryptographics to encrypt and decrypt messages to secure communications between computer systems, devices such as smartphones, and applications. A family uses one
algorithm for encryption, another algorithm for messaging authentication, and another for key exchange. This process, built into protocols and written in software running on operating systems and networked computer systems, involves creating a public and private key to encrypt/decrypt data, digitally sign
and verify for message authentication and key exchange. The encryption algorithms of a key or symmetric key create a fixed bit length known as block encryption with a secret key used by the creator/sender encryption data (encryption) and the receiver uses it to decrypt it. Symmetric key encryption
types include the Advanced Encryption Standard (AES), a specification established in November 2001 by the National Institute of Standards and Technology as the Federal Information Processing Standard (FIPS 197), to protect sensitive information. The standard has been authorized by the U.S.
government and is widely used in the private sector. In June 2003, the AES was approved by the US government for classified information. It is a free specification applied to software and hardware around the world. AES is the successor to the Data Encryption Standard (DES) and DES3. It uses longer
key lengths (128-bit, 192-bit, 256-bit) to prevent brute force and other attacks. Public key or asymmetric key encryption algorithms use a key pair, a public key associated with the creator/sender to encrypt messages, and a private key that only the creator knows (unless exposed or decides to share) to
decrypt this information. Public key encryption types include RSA, which is widely used online; Elliptical digital curve signature algorithm (ECDSA) used by Bitcoin. Digital Signature Algorithm (DSA) adopted as a federal standard for processing information on digital signatures by NIST in FIPS 186-4; and
Diffie-Hellman key exchange. To maintain data integrity in encryption, hash functions, which return a deterministic output from an input value, are used to map data to a fixed data size. Types of cryptographic hash functions include sha-1 (secure hash algorithm 1), SHA-2, and SHA-3. Attackers can
bypass cryptography, hack computers responsible for encrypting and decrypting data, and take advantage of weak implementations, such as using default keys. However, encryption makes it harder for attackers to access messages and data protected by encryption algorithms. Growing concerns about
the processing power of quantum computing to break current cryptography encryption standards have led the National Institute of Standards and Technology (NIST) to put a call for work between the mathematical and scientific community in 2016 for new public key encryption standards. Unlike today's
computer systems, quantum computing uses quantum bits (qubits) that can represent both 0s and 1s, and therefore perform two calculations simultaneously. While a quantum large-scale may not be built in the next decade, existing infrastructure requires standardization of publicly known and
understandable algorithms that offer a safe approach, according to NIST. The deadline for submitting applications expired in November 2017, the analysis of the proposals is expected to take three to five years. The word cryptography comes from the Greek crypt, which means hidden. The origin of
cryptography usually dates back to about 2000 B.C., with the Egyptian practice of hieroglyphics. These consisted of complex pictograms, the full meaning of which was known only to an elite few. The first known known of a modern cryptography was from Julius Caesar (100 B.C. to 44 B.C.), who did not
trust his messengers when communicating with his rulers and officers. For this reason, he created a system in which each character in his messages was replaced by a character three places in front of it in the Roman alphabet. Lately, cryptography has become a battleground for some of the best
mathematicians and computer scientists in the world. The ability to safely store and transfer sensitive information has proven to be a critical factor in success in war and business. Because governments do not want certain entities inside and outside their countries to have access to ways to obtain and
send hidden information that may pose a threat to national interests, cryptography has been subject to various restrictions in many countries, ranging from restrictions on the use and export of software to the public dissemination of mathematical concepts that could be used to develop cryptosystems.
However, the internet has allowed the spread of powerful programs and, most importantly, the underlying techniques of cryptography, so today many of the most advanced cryptosystems and ideas are now in the public domain. Cryptography is one of the key technologies used to create a secure VPN.
Different applications of the same basic algorithms can provide both encryption that keeps data secret and authentication that ensures that the two security peers in a VPN are who they claim to be. This chapter introduces some basic concepts into cryptography and shows how they can be used in
practice to provide data confidentiality. The next chapter continues this topic with a discussion of mutual authentication using cryptographic algorithms. Data confidentiality can be provided by one of two categories of encryption algorithms, namely symmetric cryptography and asymmetric cryptography.
Symmetric or conventional encryption requires the sender and recipient to share a key, which is an element of secret information used to encrypt and decrypt data. The process by which two peers agree on a key over an insecure medium can be problematic because, until the key is agreed, peers have
no way to communicate in secret. Asymmetric encryption or public key, encryption resolves the key exchange problem by using two keys, each of which can be used to encrypt a message. Encrypted data can then only be decrypted through the other Messages can be obtained securely by publishing one
of the keys (for example, in the footer of an e-mail message) as a public key and keeping the second, private key, secret. Anyone wishing to send a secure communication can then encrypt the message with the recipient's public key and, if the private key has not been disclosed, only the recipient will be
able to decrypt the encrypted text and retrieve the original message. Throughout this discussion, the original unencrypted data will be referred to as plain text and the encrypted format as ciphertext. ciphertext. Symmetric cryptographic cryptography uses the same key to encrypt plain text and decrypt the
cryptography. Therefore, the sender and the recipient must agree in advance on this key, which should not be known to anyone else. The cryptographic power of a symmetric algorithm can be measured by the size of the key it uses. Examples are DES (Data Encryption Standard), Blowfish, and AES. The
DES algorithm uses a 64-bit key, of which 8 bits are reserved leaving 56 new bit variables. Information can be protected with 3DES (Triple DES) instead of DES. This means that the information is subject to three successive encryptions. The use of multiple encryption cycles does not necessarily offer a
simultaneous increase in security and can be seen as a waste of computing power for many applications. Blowfish allows implementers to choose a basic length between 32 and 448 bits; Commercially available implementations often use 128-bit keys. In 2002 DES was replaced by AES as an encryption
standard by the US Government [3]. Since then AES has become very popular because it combines the speed of DES with the security level of Triple DES. AES can use 128, 192, and 256-bit keys. Many AES-based public products use 128-bit secret keys by default. Symmetric algorithms are popular
because their speed effectively allows them to encrypt large amounts of plain text. There are two subcategories of symmetric encryption, flow encryption, and blocks. Flow encryption These algorithms work one bit at a time. A plain text stream flows into encryption, and a ciphertext stream pops up as an
output. Messages encrypted with flow encryption are always the same size as the original plain text. Encryption is performed through an operation in which each piece of plain text is XORed (i.e. manipulated by the Boolean eXclusive OR – XOR operator) with a random piece to produce ciphertext. The
essence of a flow encryption is the methods by which the shared key is used to create the random bit flow. Pyrolysis efforts focus on the analysis of this random track generator (Figure 1). Figure 1. Random Bit Generator Block Ciphers These encryptions encrypt data in bytes, instead of just one bit at a
time. Block sizes vary by algorithm, while 64 bits are the most common. Because plain text is unlikely to be multiple of the block size of the algorithm, it is often necessary to pad the input. for example if the block length is 64 bits and the last block contains only 40 bits then 24 bits must be added The
replenishment string can consist of all zeros, alternating zeros, and one, random bits, or some other sequence. Some encryption templates specify a specific replenishment scheme. Des, Blowfish and AES are block ciphers. There are two methods for encrypting a block sequence. Either the blocks are
treated independently and the cipher is used in each block without reference to what has gone before, or the results of the encryption of previous blocks affect the of the current block. These two methods are known as ECB (Electronic Code Book) encryption and Cipher Block Chaining respectively. ECB
operation In the ECB, identical plain text fragments will produce clearly identical parts of encrypted text. Therefore, a crack can take advantage of repetition in ciphertext to release the plain text version. CBC Mode In CBC, a feedback mechanism is added so that the encryption results of previous blocks
are fed back to the encryption of the current block. Each ciphertext block depends not only on the plain text block that created it, but also on all previous plain text blocks. This ensures that even if plain text contains multiple identical blocks, each encrypts in a different ciphertext block. Before encryption,
CBC gets the last block of ciphertext and XORs it with the current block of plain text. Although CBC mode forces identical plain text blocks to be encrypted in different blocks, messages that start with the same data will be encrypted in the same way until the first difference, since the original plain text
blocks are identical. Encrypt random data, called Vector preparation, as the first block can prevent it. Decryption is the exact opposite in that ciphertext is decrypted and then XORed with the previous block of ciphertext (or Initialization Vector for the first block) to release the plain text version. Other
features are available, but not discussed here, because all block encryptions currently used in VPN technology work exclusively in CBC mode. Asymmetric Cipheris As noted in the introduction to this chapter, the great advantage of asymmetric encryptions is that a shared secret key does not need to be
exchanged on an insecure medium such as the public Internet. A key pair is created and one of them is defined as a public key and published. Parties that wish to communicate securely with the key owner encrypt the message using the recipient's public key. Decryption can only be achieved with the
knowledge of the second, Private, key, which the owner ensures is never released. The most popular asymmetric bar cipher is RSA (named after its inventors, Ron Rivest, Adi Shamir, and Leonard Adleman) [4]. The RSA algorithm keys consist of two parts. The first part is called a coefficient. It is usually
a 512-bit number and is the product of two 256-bit primes. Public and private keys share the same rate. The second part of an RSA key is called an exponent. This is a number of variable length, for the two keys, with the public key exponent usually the smallest of the two. RSA encryption works as
follows. Plain text (viewed as a binary number) increases in the power of the public exponent, and the balance after dividing by coefficient is ciphertext. To decrypt, ciphertext increases in the power of the private exponent and the rest after dividing by coefficient is plain text again. RSA RSA Encryption the
decryption functions are as follows: where C is ciphertext, T is plain text, k and l are public and private exhibitors and N is the coefficient. The security of asymmetric encryption stems from the difficulty of factoring this factor back into its components. Without knowing the first two used to create the
coefficient, it is not possible to calculate the private exponent by the public and therefore an RSA encrypted message is secure from anyone who saves the relevant Private Key holder. Key exchanges Although asymmetric encryption algorithms are more secure than symmetric types, they are also much
slower and cannot be used to secure large amounts of data, as the subsequent increase in transmission times would be excessive. Similarly, although symmetric algorithms of chained mode can process large amounts of plain text at speed, they do not offer the required level of security, because the key
is a shared secret that must be exchanged via the unsafe medium before the ciphertext is transmitted. This paradox can be resolved as follows. A random secret, known as a session key, is created, and asymmetric encryption ensures this small piece of data is exchanged over the Internet. Then, a quick
symmetric encryption uses the session key, known only to the two security peers, to encrypt bulk data exchanges. RSA Key Exchange The RSA algorithm can be used to provide a simplistic form of secure key exchange. If Alice wants to secure a large amount of data with a fast algorithm like DES before
transmitting the data to Bob, she first selects a random 56-bit number as a DES key and encrypts it using Bob's public RSA key. Only Bob will be able to decrypt this exchange using his private RSA key. The downside with this approach is that anyone, including the Mallory cracker, can encrypt anything
using Bob's public key. Bob therefore has no proof that it is indeed Alice with whom he communicates. The communication channel is only secure if Alice digitally signs the DES key and encrypts both the key and its signature with Bob's Public Key. The problem with this approach is that the signature can
be too large to be secured in a single RSA operation. Diffie-Hellman Exchange The Diffie-Hellman key exchange was the first public key cryptosystem and supports the entire framework through which IP packets can be transmitted securely over the Internet. The in the exchange must first agree to a
group, which determines the prime p and generator g to be used. In the first part of the exchange, Alice and Bob each select a random private number (indicated by each party's lowercase initial) and exhibit to produce a corresponding public value (the party's primary capital): Alice and Bob exchange



these two public values and expose again, using the other party's public value as a generator to produce the common secret : Alice and Bob now have one secret in common: secret: an important property of this exchange is that public values A and B can be exchanged through a precarious public
network without reducing the security of the exchange. A listener (conventionally known as Eve) could know g and p and intercept the exchange of public values and not yet be able to discover the key, because one of the private values must be known to create the common secret. The Diffie-Hellman
exchange is vulnerable to a man-in-the-middle attack in which Mallory impersonates Bob to Alice and Alice to Bob. Both Alice and Bob think they're performing a key exchange with each other, but they're actually doing it with Mallory. When Alice sends secure data to Bob, Mallory can intercept traffic and
decrypt it before passing the packages to Bob. Neither Alice nor Bob would notice anything unusual. This type of attack can be aborted if Alice and Bob digitally sign off on their public values. Prices.
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